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Determine if Risk Management is required for Project Tasks:
All projects are comprised of tasks. Tasks may involve either hazards if not sufficiently planned/correctly performed, or opportunities if recognized and planned for early in the
project. Issues or hazards that are not adequately controlled are likely to cause increased negative risk; positive risks that are not appropriately realized represent lost opportunities.
Answer the following questions about each task to determine if it is adequately controlled.  If not, issues identified need to be closely monitored and risk managed. See the
"Instructions & Definitions" tab for guidance and examples.
If you answered "yes" to all questions for a task, then there are no identifiable risks associated with that individual project task.  If one or more answers are "no" continue with the
Project Risk Mgmt. Plan worksheet where risk controls are planned out for that task.
Leader – Is leadership ready, willing, and able to enforce standards required to control hazard or realize the opportunity?
Knowledge/Skills/Abilities – Are personnel involved adequately trained to control the identified hazard or realize the opportunity?
Standards – Is guidance/procedure adequately clear/practical/specific to control hazard or realize opportunity?
     	Funding
     	Services/Facilities
    	Equipment/Material
     	Supplies
     	Personnel
Support – Is type/amount/capability/condition of support adequate to perform the task?
Are the Controls Adequate?
Yes or No
IT Project Risk Management Plan Worksheet:
Personally Identifying Information (PII) – Is data handled according to the Standard for Storing and Transmitting Personally Identifying Information? (see: http://www.it.vt.edu/administration/policies.html)
Regulatory Compliance – Are project components compliant with Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act (GLBA), Payment Card Industry (PCI), etc? (see http://www.registrar.vt.edu/records/ferpa.php)
IT Project Risk Management Plan Worksheet:
1.
Task
8. 
Who
Decides 1
2. 
Hazard or
Opportunity?
3.
Initial 
Risk 
Level
4.
Mitigation or contingency
5.
Residual
 Risk
Level
6.
Implement Controls
("How To")
7.
Who/How Monitored
 
1 A Risk Decision Authority decides if risks and controls are acceptable.   > High risk: Sponsor or Department Director   > Medium risk: Sponsoring Department Supervisor   > Low risk: Project Manager
See Instructions+Definitions and Risk Assessment Matrix on separate pages for
guidance. Use as many worksheets as necessary to document risk and proposed
controls/response.
Instructions + Definitions
 I. Determine Risk for Project:         All projects are comprised of tasks. Tasks may involve either hazards if not sufficiently planned/correctly performed, or opportunities if recognized and planned for early in the project. Issues or hazards that are not adequately controlled are likely to cause increased negative risk; positive risks that are not appropriately realized represent lost opportunities. Answer the following questions about each task to determine if it is adequately controlled.  If not, issues identified need to be closely monitored and risk managed.                   II. Quick Directions For Use:                           1. Review this Instructions+Definitions worksheet.                           2. Complete the Task Risk Assessment worksheet to determine what risks may be present in the project.                           3. Depending on the results of the Task Risk Assessment worksheet, complete the Project Risk Mgmt. Plan worksheet for each identified risk. Use these Instructions+Definitions, and the Risk Assessment Matrix worksheets for guidance. Don't forget about positive risks.                           4. For "Initial Risk Level" determine who is the "Risk Decision Authority".
     Recommendation:
        * High risk: Sponsor or Department Director
        * Medium risk: Sponsoring Department Supervisor
        * Low risk: Project Manager                           5. According to the "Risk Decision Authority" preference, High risks may need approval and/or a signature.                           6. Use worksheet information as appropriate to complete the project scope form.                           7. If desirable, attach the completed worksheet to the project scope form.                           8. Store completed worksheet with the other project management documentation in the project document repository.                                             III. Explanation and Examples:                           As a general rule minutely detailed tasks are generally not risk managed, rather a higher level task (e.g., a summary task) that encompasses those detailed tasks are the tasks that are risk managed. In general you might risk manage:
1) any task with an associated negative risk scoring High on the Risk Assessment Matrix.
2) any task with a negative risk that puts the project behind schedule by some minimum length of time (e.g., 40 hrs; after beginning of fall semester).
3) any task with a negative risk that puts the project over-budget by some minimum amount or percentage (e.g., 10%; after start of a new fiscal year).
4) any task with a positive risk that puts the project ahead of schedule by some minimum length of time (e.g., 40 hrs; before spring graduation).
5) any task with a positive risk that puts the project under-budget by some minimum amount or percentage (e.g., 10%; before the end of current fiscal year).
Example 1 - Negative Risk:
   * Say your project has the high level task to "Purchase new server hardware". 
   * One negative risk associated with purchasing server hardware might be the delivery date. If delivered late, the chain of events that follows the arrival of the new server, like testing the application software, is delayed, thus delaying all activities linked to that task, and probably putting the entire project behind schedule.
   * You may mitigate this risk by reserving an old server or using a virtual server for testing the application software.         
Instructions + Definitions (continued)
 III. Explanation and Examples:
Example 2 - Positive Risk:
   * You are the project manager on a software development project. You have been reading about low-fidelity (simple & fast) prototyping using Balsamiq. Although your project team has no experience with Balsamiq you are confident that by using Balsamiq you will be able to cut the software requirements specification time by one-quarter.
   * Putting aside the negative risk of no experience with Balsamiq you decide to use project resources to capitalize on this technique and perhaps even put the project ahead of schedule.
 
Example 3 - Sensitive Data Risk:   * Your project requires travel away from your local office.   * For one such trip you reserve an automobile and the electronic form requires drivers license number for everyone that will be driving.   * On another trip you book airline tickets using an electronic form that contains credit card information and passport numbers for all travelers.                   
IV. Definitions:                           1. Adequate(ly): Webster defines this as "sufficient for a specific requirement". However defined, you need to **be able to defend your decision**.                                                      V. Category Definitions:                           1. Tasks: A description of the project activity being risk managed.                            2. Hazard or Opportunity?: Review factors for the task. Is this a negative or positive risk. Additional factors include historical lessons learned, experience, judgment, equipment characteristics and warnings, and environmental considerations.                           3. Initial Risk Level: Assess hazard/opportunity and determine initial risk for each hazard/opportunity by applying a risk assessment matrix (for an example, see the Risk  Assessment Matrix in this workbook).                           4. Mitigation or contingency: Develop one or more controls for each hazard/opportunity that will either eliminate the hazard or reduce the risk (probability and/or severity); or maximize the realization of opportunities. Specify who, what, where, why, when, and how for each control.                           5. Residual Risk Level: Determine the residual risk for each hazard/opportunity by applying a risk assessment matrix, assuming the controls are implemented. Residual risk should be lower than initial risk. If not, the controls are inadequate.                           6. Implement Controls: Decide how each control will be put into effect or communicated to the personnel who will make it happen (written or verbal instruction; safety, Standard Operating Procedures, testing, etc.).                           7. Who/How Monitored: Who and how will each control be monitored (continuous monitoring, spot-checks).  Evaluate frequently and pass on lessons learned.                           8. Who Decides (Risk Decision Authority): The decision to accept or not accept the risk(s) and controls associated with an action is made by the appropriate supervisor or leader responsible for performing that action.                            9. Overall Project Risk: Note the highest residual risk level.  This impacts the overall project risk level.  The supervisor decides whether the controls are sufficient to accept the level of residual risk. If not, then additional controls must be developed and put in place.                                    
IT Project Risk Management Plan Worksheet:
 
An Example Risk Assessment Matrix                                                                                          
Risk Assessment Matrix
SEVERITY
Frequent
(F)
Likely
(L)
Occasional
(O)
Seldom
(S)
Unlikely
(U)
Catastrophic (C)
H
H
H
M
M
Critical (CR)
H
H
M
M
L
Marginal (M)
H
M
M
L
L
Negligible (N)
M
L
L
L
L
 PROBABILITY
PROBABILITY – The likelihood that an event will occur.                                                                                                 FREQUENT – Occurs often, continuously experienced.                                                                                                 LIKELY – Occurs several times.                                                                                                 OCCASIONAL – Occurs sporadically.                                                                                                 SELDOM – Unlikely, but could occur at some time.                                                                                                 UNLIKELY – Can assume it will not occur.                                                                                          
 SEVERITY – The expected consequence of an event on the project.                                                                                        CATASTROPHIC – Project failure.                                                                                                 CRITICAL –Major system outage, significant project delay or cost increase.                                                                                                 MARGINAL – Minor system outage, minor project delay or cost increase.                                                                                                 NEGLIGIBLE – Little/no impact on project accomplishment.                                                                                          
RISK                                                                             H – High     M –Medium      L – Low
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