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Recommendation 6.1
Ryan Orren, ITSO



E l e v a t e  V T  t o  C I S  v 8  I G 2

G o a l :  

C o m p l i a n c e  w i t h  t h e  C e n t e r  f o r  I n t e r n e t  S e c u r i t y  ( C I S )  
C r i t i c a l  S e c u r i t y  C o n t r o l s  v e r s i o n  8 ,  I m p l e m e n t a t i o n  
G r o u p  2  ( I G 2 )  s a f e g u a r d s  f o r  u n i t s ,  s y s t e m s ,  a n d  
a p p l i c a t i o n s  t h a t  h a n d l e ,  p r o c e s s ,  o r  s t o r e  s e n s i t i v e  
( “ h i g h ”  a n d  “ m o d e r a t e ”  r i s k )  d a t a  a c r o s s  V i r g i n i a  T e c h .  



I T R A
I N V E N T O R Y  &  

C L A S S I F I C A T I O N

I T R A
C I S  V 8  I G 2  

S U R V E Y S

P L A N S  O F  
A C T I O N  &  

M I L E S T O N E S
I M P L E M E N T A T I O N

D u e  6 / 3 0 / 2 0 2 3 D u e  1 0 / 3 1 / 2 0 2 3 D u e  6 / 3 0 / 2 0 2 4 C o m p l i a n c e  
D e a d l i n e

6 / 3 0 / 2 0 2 5

E l e v a t e  V T  t o  C I S  v 8  I G 2

Phase I Phase II Phase III



Asset  Inventory
Inventory of unit’s hosts and 

“in-house” developed 
applications  

Risk  Classif icat ion
Determine data handled by 
assets and classify risk level 

accordingly

Assessment  Survey
Complete questionnaire(s) 

based on CIS v8 IG2 controls

P h a s e  I  - I T  R i s k  A s s e s s m e n t s

High

Moderate

Low

FERPA, PII, 
Financial, etc

Due 6/30/2023 Due 10/31/2023



P h a s e  I I P h a s e  I I I

Plans of Action and Milestones 
(PoA&M)

• Document control gaps, compliance options, plans of 
action, milestones and target dates

• IG2 compliance required for “High” & “Moderate” risk 
systems/applications/processes

• Plans should account for resource constraints, business 
process adjustments, etc.

• Exact format TBD
• Document instances where exceptions may be required 

(exception process TBD)

Implementation

• Implement or adjust controls/safeguards as 
documented in PoA&M

• Request formal exception(s) if necessary for unit’s 
business requirements

Due 
6 / 3 0 / 2 0 2 4

Compliance Deadline
6/30/2025



I s o r a  G R C



C u r r e n t  I s o r a  G R C  s t a t s
Org Units enrolled: 120

Total hosts inventoried: ~19,650
Total “in-house” apps inventoried: 193

*



R e s o u r c e s  &  C o n t a c t
IT Risk Assessment page on ITSO site (w/ link to Isora GRC Assessment Guide)
https://security.vt.edu/policies/itra

Ryan Orren, Sr. IT Compliance Manager – rorren@vt.edu
Luke Watson, IT Risk & Compliance Analyst – wluke6@vt.edu

riskassessments@vt.edu
itso-g@vt.edu

Schedule your unit’s ITRA Orientation or a follow-up Q&A session:
https://calendar.app.google/hejeSwtJg9JZ1XmP8

https://security.vt.edu/policies/itra
mailto:rorren@vt.edu
mailto:wluke6@vt.edu
mailto:Itso-g@vt.edu
https://calendar.app.google/hejeSwtJg9JZ1XmP8


Recommendation 6.2
Zach Mitcham, ITSO



Deloitte  Recommendation 
6 .2

AUGMENT MONITORING WITH A SOC
“Expanding the current capability of the IT Security Office and Enterprise 
Services from the current 8 hours a day, 5 days per week model of reaction to 
24/7 would not only increase coverage for incidents but would also enable 
more proactive approaches to protecting the University against threats and 
brings the IT Security Office closer to real-time cyber defense.“



Background

On 26 June 2020 Philip Kobezak lead a Virginia Tech Cybersecurity Operations Working Group 
consisting of one person from each DoIT unit with security-related operational activities: SIS, 
CCS, ES, ARC, and TLOS. In addition, participants from university divisions with IT security-
related operational activities including OESRC, BAMS, Finance IT, Operations ITDA, and 
Outreach IT). The activities of the working group were suspended due to COVID 19.

In October 2021, The Division of Information Technology, under the direction of Dr. Scott 
Midkiff, contracted Deloitte Consulting Services to conduct a thorough review of The Virginia 
Tech University cybersecurity environment.  Deloitte provided their assessment to Dr. Midkiff 
in December of 2021.  The focus of this project is based on Deloitte’s recommendation (6.2), 
AUGMENT MONITORING WITH A SOC on a 24/7/365 day basis.



Vendor  of  Choice

OmniSOC
OmniSOC is a 24×7×365 shared cybersecurity operations center (SOC) 
that is sector-specific for higher education and research. OmniSOC
collects cybersecurity data from partners; integrates this data with
other threat intelligence; conducts proactive threat hunting; and
monitors, triages, and analyzes security events. 



Daily Data Flow Snap Shot



24x7 SOC Timeline FY 2022

1st Quarter 2nd Quarter 3rd Quarter 4th Quarter

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Steering committee formed

Agreement established

Project kickoff

Target date production coverage 

Preliminary assessment

Scope, strategy, and 
operating model defined

* Estimated Go Live Mid December 



Recommendation 6.6



• Drafts at https://code.vt.edu/rtilley/itso-procedures
• Current Minimum Security Standard v3.7
• 38 mid level steps
• 35 procedure guides completed and currently being verified
• Target Completion Date: 12/31/2022

Develop Procedure Guides to Augment MinSec

https://code.vt.edu/rtilley/itso-procedures
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