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Background to IEP



What is EDR and DLP

• Endpoint Detection & Response

• "What happened and what is currently happening on an 
endpoint?"

• e.x. - A ransomware dropper installed via a web drive-by
EDR

• Data Loss Prevention

• "What types of data do you have and what are you allowed to 
do with it?"

• e.x. - Trying to upload a file marked PII to a 3rd party file storage 
service like Dropbox

DLP



Supporting technology



Licensing



Scope

• Includes Windows, MacOS, Linux OSes

• Does not include server OSes (that's another thing...)

• Does not include mobile devices

All University owned endpoints (laptops, desktops)

• M365

• Google Workspace

Includes SaaS solutions for end-to-end DLP protection



Project status

• Charter signed

• Steering Committee formed

• CCS position posted (review starts 10/14)

• Microsoft Defender for Endpoint (MDE) pilot mode complete

• MDE service in production

• https://4help.vt.edu/sp?id=sc_cat_item&sys_id=3776f9e01b
8b01107dcddb1fdc4bcb07

• Exchange Online DLP for social security numbers and credit card 
warnings has been running in the environment since March 2021



IT Transformation dashboard

• https://svpcbo.vt.edu/Initiatives/ittransformation/dashboard.html



Q&A
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