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V T  M i n i m u m  S e c u r i t y  S t a n d a r d  v 4 . 0

 Aligns the CIS v8 IG2 safeguards to university assets and establishes the safeguards’ 
requirements at Virginia Tech, defining the “What”, “Where”, and “Who” for implementation 

 Draft MSSv4.0 is currently open for comments from the university community and will 
remain in draft until effective on July 1, 2024 

 Compliance date for the MSSv4.0 is June 30, 2025 

 Companion web application is under development.  Allows readers to “drill-down” to an 
appropriate scope based on the asset(s) they’re responsible for.  



I T S O  P r o c e d u r e  G u i d e s

 Procedure guides serve as the “How” for the Minimum Security Standard, but are not 
exhaustive of all possible compliance and implementation options 

 Procedure guides for the existing MSSv3.7 are completed (Project 6.6) 

 Procedure guides for the MSSv4.0/IG2 safeguards development is ongoing, initial guides to 
be completed by December, 2023

 Feedback is welcome and should be directed to the ITSO 



R e s o u r c e s
Project 6.1 website: 
https://evpcoo.vt.edu/Initiatives/ittransformation/projects/cybersecurity/minimum-security-
controls.html

DRAFT MSSv4.0 PDF: 
https://virginiatech.sharepoint.com/:b:/s/ITTransformationProgramNew/EY19YJ21gLZOjAWOe
JPSBG4BMe19Y_-pK-H-UgfjcIlYQQ?e=aG58fL

DRAFT MSSv4.0 Web App: 
https://itso-test.tenants.platform.it.vt.edu/

ITSO Procedure Guides:
https://security.vt.edu/procedures/

https://evpcoo.vt.edu/Initiatives/ittransformation/projects/cybersecurity/minimum-security-controls.html
https://evpcoo.vt.edu/Initiatives/ittransformation/projects/cybersecurity/minimum-security-controls.html
https://virginiatech.sharepoint.com/:b:/s/ITTransformationProgramNew/EY19YJ21gLZOjAWOeJPSBG4BMe19Y_-pK-H-UgfjcIlYQQ?e=aG58fL
https://itso-test.tenants.platform.it.vt.edu/
https://security.vt.edu/procedures/


Q u e s t i o n s ?
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