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OmniSOC Data

● VT data sent to OmniSOC
○ ~1.5 TB per day

● OmniSOC incidents 
opened since March 1
○ 29 Incidents opened
○ Daily communications back 

and forth with OmniSOC 

● Currently working with 
OmniSOC to include MDE 
high severity alert data



VT Logging Standard

● Policy 7010 - references the Minimum Security Standard
○ https://policies.vt.edu/assets/7010.pdf

● Minimum Security Standard - Defines sending logs to central logging service
○ https://it.vt.edu/content/dam/it_vt_edu/policies/Minimum-Security-Standards.pdf

● Standard for Information Technology Logging
○ https://it.vt.edu/content/dam/it_vt_edu/policies/Standard_for_Information_Technology_Logging

.pdf

● Logging is implemented using Central Logging Service (with Splunk)
○ https://4help.vt.edu/sp?id=kb_article&sys_id=04014b751b9c7dd063110f66624bcb2d

● Sophos report states 82% of all incidents included disabling or wiping logs
○ https://news.sophos.com/en-us/2023/11/14/active-adversary-for-security-practitioners/
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OmniSOC next steps

● OmniSOC is building out new set of detections currently based on Windows 
logging

● This is using the MITRE ATT&CK framework
○ MITRE ATT&CK® is a globally-accessible knowledge base of adversary tactics and techniques 

based on real-world observations. 
○ https://attack.mitre.org/

● This has the potential to be expanded Syslog based logging for Apple and 
Linux platforms

● To take advantage of these detections, you must be sending your logs to CLS





Splunk Dashboards to share

● Working group has meet to define some dashboards we
● A beta version is under development
● We have done two Splunk trainings and videos are available
● Plan to have more of them as we proceed



Questions?


