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IT Assessment and Security Review Overview

The objective of the assessment is to review and evaluate the current information technology (IT) &
cybersecurity environment and provide recommendations and a roadmap for improving and aligning IT
capabilities to meet the strategic needs of Virginia Tech (VT) students, faculty, researchers, and staff.

@ CURRENT STATE ASSESSMENT FUTURE STATE DELIVERY IMPLEMENTATION
Will focus on understanding the current MODEL ROADMAP
state of each area in scope through Defines a recommended future state for Identifies the prioritization, sequence,
interviews, detailed documentation reviews, VT that addresses identified gaps and resources, risk/dependencies, and other
and extensive qualitative and quantitative risks from the Current State and considerations necessary to achieve the
analysis of governance, finance, talent, leverages best practices from identified future state
infrastructure, applications, service benchmarking in higher education that
management data, and cybersecurity can be undertaken in the short, medium,
and long term
Current State Assessment Future State Delivery Model Implementation Roadmap
1. IT Governance
2. IT Finance
3. IT Talent Management
4. Technology Capabilities and Services
5. Cybersecurity Review
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Application of the IT Transformation Framework

For this assessment, Deloitte references an IT operating model framework for higher education to
systematically evaluate the IT operations across the institution.

4 IT Leadership and Governance )
Academic Administrative
Leadership Leadership
Structure, Process, IT/University IT Risk Project and
Tools, and Mission e e Portfolio
Standards Alignment 9 Management
IT Financial Model
Fi f Monitoring
Budgeting Procurement Mmancna t and
anagemen Reporting

IT Talent Model

Career Path Performance Mgmt.,
Recruiting Training and and Org Compensation, & Culture
and Hiring Competency Model Rewards

Academic, Research, and Administrative Unit Applications and Data

Academic Administrative Research Administrative Administrative
Unit App 1 Unit App 2 App 3 Unit App 4 Unit App 5
\ J

Foundational Services and Infrastructure

Service Compute & Data Center Email &
Management Storage (with DR/BC) Collaboration
Network & Identity & Access Platform /

Enabling Capabilities

Business
Relationship
Mgmt.

BI/ Vendor
Analytics Mgmt.

Enterprise

Architecture Enpevation
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IT Governance: Practices that support effective IT and data
oversight, strategic direction, decision-making, risk management, and
coordinated budgeting across the organization, with clear roles and
responsibilities defined across federated and central IT.

IT Finance: Functions that establish effective financial planning and
oversight, funding, and controls for IT spending across the
organization.

IT Talent: Functions that support talent growth, retention, and
attraction, inclusive of an effective organizational design and
supporting culture.

Technology Capabilities and Services: Foundational technologies -
including infrastructure, cloud, research computing, applications, and
data - aligned to leading designhs and solutions that support defined
services for customer along with the core service management
practices to manage those services effectively.

Cybersecurity: Practices and tools that enhance controls and the
infrastructure in place to protect information against cyber threats and
vulnerabilities, contributing to operational efficiency and cost
effectiveness across the institution.
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IT at Virginia Tech

Assessing IT at Virginia Tech requires having clarity about the institution’s mission, priorities, and goals.

Goals
Strategic What we
Priorities need to
Values What we achieve
How we will  have to do  — N
define our _—
progress
—
—
What we __
want to be
>

Strategic View: “"What for”

IT Services
& Capabilities

Applicati
pplications Technology/

Infrastructure
IT
Organization

A

L]
T
-
<

As-is IT View: “With what”

“IT Strategy Tree” model maps the University's goals against the capabilities of IT
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Project Objectives and Activities

This project seeks to understand the extent to which IT at Virginia Tech is positioned to meet the
institution’s current and future needs

IT Assessment and Security

Review Objectives

« Understand the current state of each assessment area in scope through interviews, data analysis, and detailed documentation reviews, focusing on

Division of IT.

« Analyze Virginia Tech’s current IT capabilities and services relative to industry best practices and identify opportunities between the current state and

future needs of faculty, staff, and students.

« Provide overall recommendations regarding IT services and a Future State capability model based on findings to enable a recommended future state.

« Identify actions to be taken in the immediate, near, and long terms to “future proof” the institution from emerging and long-term cyber threats.

Unit IT Survey

Gather insight on IT
capabilities and services from
research, academic, and
administrative unit IT groups

Stakeholder Interviews

Conduct interviews, office

hours, and focus groups with
stakeholders throughout the
institution to understand IT

operations and perceptions of
IT

Assessment Inputs

Data Collection

Review policies, procedures,
governance, financial,
organizational, technological
and services data

IT Effectiveness
Questionnaire

Quantifiable assessment
from both a customer and
service provider perspective
on the effectiveness of IT

operations across multiple
areas

Accomplishments
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Collected and reviewed 200+ documents/data.

Interviewed 100+ stakeholders through 1-on-1 interviews, focus
groups, and office hours including VT leadership, Division of IT
managers and directors, and institution-wide IT staff, and
researchers, faculty, staff, and students.

Analyzed survey responses from 109 stakeholders on their
perceptions of IT effectiveness across the institution.

Reviewed survey responses from 11 unit IT leaders! on the IT
capabilities and services they manage to support VT academic,
research, and administrative units.

Analyzed governance, finance, talent, infrastructure, applications,
and services data.

Conducted a cybersecurity assessment to identify opportunities
where VT can manage risk and proactively prepare for threats.

V7~ Deloitte
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Cybersecurity Strategic Approach

The Virginia Tech environment was assessed for cyber-related risk and vulnerabilities across the enterprise
cybersecurity environment. The diagram below illustrates the ‘pieces’ of the cybersecurity posture that we

reviewed and assessed.

Security Monitoring Processes
e Interviewed faculty aligned with roles and
responsibilities related to security
monitoring

¢ Reviewed monitoring methodology and
architecture

Reviewed governance tools and methods
and how these were used to appropriately
maintain security controls

Assessed vulnerability management and
the associated policies and procedures to
guide VT personnel for remediation

Data Protection and Ownership

e Assessed classification and risk strategies
pertaining to data processing

e Identified data protection mechanisms and
efficacy across diverse business units

e Interviewed persons aligned with roles and
responsibilities related to data protection
and disclosure notification

How We Leverage The Results ~ ---—-----------------~~-~-~~~~—~—~—~—~—~——~———

Security Roles, Responsibilities, and Governance

e Reviewed VT's organizational structure to understand
security related positions overseeing VT's environment

e Reviewed security policies and standards to identify
delegated responsibilities and authority

e Interviewed persons with roles aligned directly and
indirectly to VA Tech security governance

o Identified parallels between assessment framework and
University standards (Center for Internet Security v8) to
inform results

Security Administration Processes

e Reviewed pertinent documentation and security
administration processes in VT’'s environment

e Assessed methods used to capture,
communicate, and implement standards and
procedures

e Interviewed faculty with roles and
responsibilities aligned to security administratio

Vulnerability Assessment

« Conducted a vulnerability assessment, not to be
confused with a penetration test, to identify
vulnerabilities within Virginia Tech’s internal
network, external network, and a sample of (4)
web applications identified as critical by VT

Based on findings identified through the assessment approach areas listed above, recommendations in subsequent deliverables will account for urgency, impact, and

the estimated level of effort to implement the associated solution.

Disclaimer: Physical testing of Virginia Tech systems did not occur due to the remote nature of the assessment.
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Current State: Core Themes

While DoIT has effectively managed many services in their purview, many activities are outside their direct
responsibility and the distributed IT environment largely lacks an effective operating model to efficiently
manage risk and cost to the institution while also delivering on the needs of faculty, staff and students. A
culture and mindset change, focused on central IT as the strategic enabler of the mission of the University,
in @ wholistic manner, is necessary to deliver on the evolving technology needs of the institution.

While there are emerging opportunities for governance, VT lacks a clear framework for academic, research, and administrative
leadership and distributed IT leaders to provide input to align the work of DoIT with the mission and strategies of Virginia Tech.

Virginia Tech has cybersecurity leading experts within the IT leadership team. However, these individuals lack the authority and
resources to effectively manage the cyber-risk to the institution.

The culture of deploying technology at the institution is weighted towards "build" over "buy.” This has roots in the University’s
historic position as a leader in development of innovative, customized software solutions, and is reinforced by the time and effort
the end-to-end software purchasing process takes across all VT reviewers (often 3 to 6 months). Peers have shifted to off-the
shelf solutions, which trade customization for ease of security, lower cost to maintain, and less dependence on in-house talent.
This also involves an institutional willingness to modify process, policy and workflow to conform to the delivered functionality and
leading practice within off-the-shelf software solutions.

Of the ~650 IT FTEs across VT, only 60% are employed by Division of IT. Institutional funding model and decision rights sit
significantly with the distributed units, limiting DoIT’s span of authority. Staff in distributed units — and, to some extent, within
DolT—lack consistency across roles and responsibilities, pay, and expectations. Siloed data, systems, and processes across units
result in inconsistency, duplication, and a disjointed faculty, staff, and student experience.
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A Chance to Grow, an Opportunity to Build on Strengths

Over the last three years, VT has made strides in improving collaboration and communication across the
institution to improve technology efficiency, effectiveness, and information security.

“Our network has no performance issues
and is operating at just 20-30% capacity.”

“Our top IT talent are extremely Strong Improved
skilled and have become famous, relationships coordination Academic, Research, Administrative IT
familiar names; now we need to
ensure a succession plan is in supporting
place.”

administrative,
. . . . h
University Executive Leadership and researc ‘ Reliable network

with local IT between IT
units across VT
academic, over last 3 years

Staff

units
and compute

services for

most academic
Well regarded and

advanc_ed rese_arch administrative
computing available needs
centrally

Positive feedback
. on majority of IT
Improved ticket stafstkiII: and

resolution through

expertise
“ServiceNow works very well the ifn;plel_nel;ltation P " he | ffh b
o T e e o |
each others’ processes.” Academic, Research, Administrative Staff
Division of IT Staff
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Current State IT Landscape at Virginia Tech

VT maintains a wide and diverse IT footprint across its campuses, reflecting the strategic importance that IT
holds in fulfilling the University’s mission.

@ VT spends $111M on IT across the entire institution, $68M of which is toward staff salaries and

= benefits. 56 %0 of total IT spend is from Division of IT and 44%b is charged to non-Division IT units.
o»)) IT staff at VT are distributed among 26+ different IT, academic, administrative, and
[ |

research units across the institution, many of which have their own help desks and systems.

Of 649 IT staff FTEs across VT, approximately 609%b0 are employed by Division of IT.

@ VT's IT workforce has 43 unique position classifications with over 400 job titles.

—— Feedback from surveys and interviews identified at least 13 VT datacenters and/or server rooms
e that are separate from the main and backup datacenters maintained centrally.

Lack of visibility for compliance and protections over high-risk systems and data across
the institution

a
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Perceptions of IT at Virginia Tech

Deloitte received responses from 4 stakeholder groups comprising of over 100 respondents across the
University to gather perceptions of the current state of IT effectiveness on five dimensions.

IT Effectiveness Assessment Questions Average Stakeholder Perception

Business IT
Alignment Quality of IT's understanding of colleges, departments, and offices/units? J

Very Low Very High
1 2 3 4 5

Degree of alignment with VT's strategic priorities?

Clarity of IT governance groups?

IT Effectiveness of IT governance at VT?
Governance
Effectiveness of IT project management capabilities to deliver projects on time and on budget?
Quality of infrastructure services?
i I_T i Quality of application development and services?
Optimization

IT Service  Clarity of services offered?
Management

Effectiveness of enterprise architecture and standards at VT?

Level of customer satisfaction with services?

Value of services offered?

Perception of IT Staffing level sufficiency?

IT . .
R . Perception of quality of personnel?
Organization ? : yorp
Model Effectiveness of organizational structure?
Perceptions of DoIT vs. Distributed IT Units
Note: = Shared area of stakeholder concern
Data from IT Effectiveness Survey last updated 10/5/2021
Division of IT Sample size n=23 o Stakeholder Group
Academic, Administrative, or Research Unit Support Sample size n=14 ——Division of IT

13|

——Academic, Administrative, or Research Unit

Academic, Administrative, or Research Unit Leadership Sample size n=51 Leadership

Student, Faculty, Researcher Sample size n=21 ——Academic, Administrative, or Research Unit
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Virginia Tech’s Business Requirements for IT

Institutional stakeholders have a variety of business requirements that are not being addressed by the
University’s current IT operating model.

Distributed Unit IT Leadership University Leadership
W d clarit the Divisi £IT . We need IT to function as a platform
€ need clarity on the Division o Services that supports innovation and the
and priorities, an easier procurement process, University mission
and proactive support for complying with y
University security policies

Deans

We need more parity across distributed
units -- some areas have strong local
support, yet others struggle.

Faculty and Researchers

We need an easier process by
which to get software to support
our research and teaching

Division of IT Directors

We need better coordination and
collaboration within the department
so we can more effectively support
the University

IT Security Office

We need greater visibility and
support in effectively monitoring
and mitigating risk

Students
We need modern tools with better navigational

functions and reliability to improve our ability to decision-making - there needs to be a clear

enroll in classes and better Wi-Fi in popular areas of and transparent way to steward and access
campus such as Drill Field and Lane Stadium data throughout the institution

Administrative VPs
We need better data analytics for business

Note: These are not direct quotes, but instead represent anecdotes and common themes shared during interviews with these various stakeholder groups.
14 | Copyright © 2021 Deloitte Development LLC. All rights reserved.
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The Imperative for Change

Based on the current state challenges, three focus areas are emerging to shape the roadmap for
establishing a more secure and effective future state IT Operating Model for Virginia Tech.

©

o

Strengthen the Core

VT's initial focus must be on reducing risk
while bolstering the organization and
capabilities of Division of IT to cultivate
greater institutional trust and improve
morale through the delivery of reliable,
cost-effective core infrastructure and
services.

Build a Culture of Collaboration

In parallel, VT must establish a shared
vision for IT, including defined roles and
responsibilities for central and distributed
IT units to proactively collaborate through
a clear governance model.

16 | Copyright © 2021 Deloitte Development LLC. All rights reserved.
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Foster Innovation and Efficiency

Ultimately, VT needs to focus on enhancing
the student, faculty, staff, and research
experience by implementing efficient,
effective, timely, and innovative services
across the Institution.
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Imagine If....

Imagine if the transformation of IT across VT could enable a best-in-class experience for VTs diverse
stakeholders.

= Imagine if..there was a self-service portal for obtaining
data so administrators, faculty, and researchers can
make smarter data-led decisions and conduct research.

= Imagine if...faculty and staff could obtain desired software when
they needed it at a reasonable cost without feeling the need to build
it themselves, compromise on governance, or circumvent security
review.

» Imagine if...there was a single easy-to-use communication platform
that VT could use to communicate to various constituents through
their preferred mediums in real-time.

= Imagine if...there was greater transparency of roles and
responsibilities, enabling individuals flexibility and autonomy to
guide their career goals entirely within VT.

= Imagine if...students could leverage a modern and
intuitive platform to register for classes and plan
their course selection throughout their University
experience

18 | Copyright © 2021 Deloitte Development LLC. All rights reserved. W Deloitte
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IT Transformation Recommendation Overview

A portfolio of “"Transformational” recommendations provide opportunities to address critical current state
challenges to improve how work is done at Virginia Tech.

1. IT Governance 2. IT Finance 3. IT Talent e Tech|_1c_)logy 5. Service Management 6. Cybersecurity
Capabilites

Clarify roles and Simplify funding and paying Simplify reporting within

responsibilities for providing for common IT services DoIT’s organizational and tools track IT assets organizational standards

IT services across the (2.1 Optimize Funding Model) structure (4.1 Enhance Data Governance) (5.1 Implement University-wide already in place throughout

institution (3.1 Revise DoIT’s Organizational CMDB Processes and tools) the University

(1.1 Define the University-wide Model) (6.1 Enforce the CIS IG2

IT Operating Model) Minimum for Systems Processing
Sensitive Data)

Enhance data quality, access, Create processes and tools to Elevate security leveraging

Clarify roles and Reduce time to procure
responsibilities for making software

VT-wide IT decisions (2.2 Streamline Software
(1.2 Establish a University-wide  Procurement Process)

Create common roles and Improve solution integration Improve processes for
responsibilities for IT staff and data availability across delivering IT services
(3.2 Standardize job systems
classifications for IT staff across) (4.2 Deploy a Common

Increase coverage and
decrease incident response
(5.2 Enhance Maturity of Core time across crucial systems
ITSM Processes) (6.2 Managed 24x7 Security

IT governance model)

Improve delivery of IT
projects and development of
IT standards

(1.3 Establish University-wide IT
PMO and IT architecture
functions)

DKAF1 — FOr aiscussion purposes onty

Integration Layer)

Reduce number of duplicative
IT solutions

(4.3 Rationalize

Application Portfolio)

Optimize IT infrastructure
across VT

(4.4 Establish Data Center
Consolidation Strategy/ Cloud
Enhancement)

Improve strategy for using 3vd
party solutions

(4.5 Define Strategy for Adopting
Managed Services & SaaS
Solutions)

Operations Center (SOC))

Control identities and access
to Virginia Tech data and
systems

(6.3 Reshape Identity through
Identity and Access Management
(IAM))

Stop data exfiltration and
breach attempts before data
leaves the network

(6.4 Deploy an Endpoint Data
Loss Prevention (DLP) Solution)

Increase visibility and control
over the most crucial borders
of the University’s landscape:
the endpoint

(6.5 Full Deployment of Endpoint,
Detect, and Respond (EDR)
Solution)

Create consistency and
document practices to
empower the University to
secure the infrastructure

(6.6 Develop Procedure Guides to
Augment the Minimum Security
Standards)

VIRGINIA TEC —_——— -



Summary of Recommendations | IT Assessment

Recommendations are aligned to current state assessment finding areas, taking into consideration the
guiding principles and ongoing VT initiatives impacting IT,

Recommendation

1. Governance

1.1

1.2

1.3

Define the University-wide IT Operating
Model to clarify roles and responsibilities
for IT across VT.

Establish a University-wide IT
governance model to enable greater
collaboration, transparency, and mission
alignment in IT.

Establish University-wide IT project
management office and IT enterprise
architecture functions with defined tools
and methods.

20 | Copyright © 2021 Deloitte Development LLC. All rights reserved.
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Summary

Articulate clear roles and scope of services
provided by the Division of IT, and distributed
IT service providers across VT.

Establish and define a coordinated governance
model to facilitate effective IT decision-making
and establish clearer decision escalation and
communication paths between groups.

Standardize University-wide IT project
management and IT enterprise architecture
capabilities to provide clear oversight of VT-
wide IT initiatives and facilitate development of
University-wide standards, frameworks, and
principles.

=)

Benefits

Provides for a cohesive and coordinated operating model that
clarifies authority over various services, creates efficiency and
consistency in the customer experience, and allows for
distributed IT groups to focus on value-added services for end
users.

Promotes transparency and effectiveness through a clear and
comprehensive interaction model among groups comprised of
the right people to make business, IT, and financial decisions
around IT projects, standards, and priorities.

Provides clarity over foundational IT disciplines that are either
immature or not well understood, allowing for consistent and
effective project implementation across VT.

V7" Deloitte



Summary of Recommendations | IT Assessment

Recommendations are aligned to current state assessment finding areas, taking into consideration the
guiding principles and ongoing VT initiatives impacting IT.

Recommendation Summary Benefits

2. Finance

Centrally fund more IT services provided by

DolT, simplifying cost-recovery, promoting ‘
standardization, and encouraging greater use

of DoIT services.

Provides opportunities to reduce cost-recovery administration
and increase standardization of solutions while creating a base-
line set of services for all customers.

Optimize funding model to centrally fund
2.1 more commodity IT services and
simplify cost-recovery.

Define a standardized procedure for procuring

IT goods and services, improving category ‘
management, contract management, and IT

spend reporting.

Creates a unified customer-oriented approach to IT
procurement and aligns policies and processes to support the
strategic sourcing of IT goods and services.

Streamline software procurement
2.2 process to expedite acquisitions and
improve the customer experience.

3. Talent

A revised organization structure can improve understanding of
IT org role arrangement, communications, and responsibilities
throughout DoIT; it enables more effective and efficient
coordination and use of resources by streamlining duplicative
functions and addressing functional gaps within DoIT.

Design a future state Division of IT organization
that can more nimbly make decisions and
execute projects more efficiently with improved
consistency.

Revise the organizational structure
3.1 within DoIT to streamline reporting and
establish additional capabilities.

Sets expectations for IT workforce that provides compensation

Standardize job classifications for IT Develops a systematic framework for roles to
. . L transparency and empowers employee career growth and
staff across VT to improve career be defined, types of responsibilities to be L e . . o2, e
3.2 . S . training opportunities in an industry increasing in competition;
pathing, training, and performance & managed, and methods for compensating and S S
; . . reduces/eliminates unplanned cross-institution talent

compensation management. developing careers as a VT IT professional. migration

21 | Copyright © 2021 Deloitte Development LLC. All rights reserved. -

V7' Deloitte

DRAFT - For discussion purposes only



Summary of Recommendations | IT Assessment

Recommendations are aligned to current state assessment finding areas, taking into consideration the
guiding principles and ongoing VT initiatives impacting IT.

Recommendation Summary Benefits

4. Technology Capabilities

Enhance data governance to enable Establish a standardized data governance ‘ Defines data governance and matures data warehousing capabilities
41 greater access, reporting, quality, and policy and update the data access/request to assist in data quality and availability, and research data
! clarify over data roles and process for VT. management University-wide.
responsibilities.
. . Establish a standard platform for integrating ‘ Adopts a single middleware application to improve application
Deploy a common integration layer to - . . X S S
4.2 . common data among disparate systems and functionality through data consistency across distinct application
enhance data sharing across systems. . X
applications. environments.
Create a catalog of University-wide and ‘ Eliminates redundant, unsupported software applications and
4.3 Rationalize application portfolio across department-specific applications to identify deploys modern applications to meet unmet user needs in a way that
’ VT. approved systems and duplicative is centralized and secure.

functionality across IT units.

Rationalize the need for separate data centers ‘ Creates cost efficiencies for data storage through economies of scale
across IT units to determine proper and establishes centralized solutions for IT Units.
consolidation in centralized facilities and/or

Establish data center consolidation
4.4 strategy and explore enhancing cloud

capabilities. -
cloud storage environments.
Define strategy for effectively adopting Maturing already implemented solutions and Increases effectiveness of IT management and standardizing
4.5 managed services and increased “SaaS” exploring services to manage processes from processes to create a wholistic view of services.
solutions. a University-wide level.
22 | Copyright © 2021 Deloitte Development LLC. All rights reserved. W Deloitte
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Summary of Recommendations | IT Assessment

Recommendations are aligned to current state assessment finding areas, taking into consideration the
guiding principles and ongoing VT initiatives impacting IT.

Recommendation Summary Benefits

5. Service Management

Increases accuracy in data to plan renewal and replacement
investments, increases efficiency by streamlining Asset Lifecycle
Management strategy and tracking all VT IT assets from deployment
to retirement, and decreases likelihood of security risks from
mismanaged or forgotten assets.

Implement CMDB system and policy to ‘
improve tracking of IT assets to reduce risk,
increases visibility, manages costs, and

enables capacity planning.

Implement University-wide configuration
5.1 management database processes and
tools.

Identify improvements to the ITSM tool that ‘ Improves effectiveness through improved usability of the tool and
will provide cross-campus consolidation sets the foundation for adding key features within the ITSM
opportunities and provide a foundation for platform.

additional capabilities outside of ITSM.

Enhance maturity of core ITSM processes
5.2 to enable service delivery and Improve
the customer experience.
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Cybersecurity Review Intersection Points with IT Assessment

The items below illustrate several of the interconnections between the recommendations of the IT
Assessment and the Cybersecurity Review assessments. IT Assessment Recommendations map to the IT
Assessment future State Report.

IT Assessment Recommendation Description Cybersecurity Role in Implementation Cybersecurity Benefits of Implementation

1.2 Establish an IT
governance model to enable
greater collaboration,
transparency, and mission
alignment in IT.

4.1 Enhance Data
Governance to enable greater
access, reporting, quality,
and clarification over data
roles and responsibilities.

4.2 Deploy a common

integration layer to enhance
data sharing across systems.

Establish and define a
coordinated governance model to
facilitate effective IT decision-
making and establish clearer
decision escalation and
communication paths between
groups.

Establish a standardized data
governance policy and
update the data
access/request process for
VT.

Establish a standard platform
for integrating common data
among disparate systems
and applications.

v Vv

v

As a core function to the
University, consolidating and
harmonizing security messaging
across departments helps leaders
make concerted efforts to meet
requirements and communicate
issues.

Data management and protection
is central to the current IT
Security Office strategy and
involvement during the execution
of this recommendation will need
to be very high to build security
into the data governance model.

A common integration layer
creates a very attractive target for
threat actors, and care will need to
be taken to involve the IT Security
Office, identity services, and
enterprise services to reduce
attack surface in the solution.

Cybersecurity benefits from
improved reporting relationships by
gaining the capability to better
coordinate compliance, incident,
and other security information
effectively.

Better management of data
governance reduces the
management overhead of securing
that data and reduces the
opportunity for breaches to occur if
implemented and enforced well.

Integration layers can streamline
the monitoring and enforcement
of data protection measures, as
well as serve as a notification
pipeline to react to incidents
with increased speed.
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Cybersecurity Review Intersection Points with IT Assessment

The items below illustrate several of the interconnections between the recommendations of the IT
Assessment and the Cybersecurity Review. IT Assessment Recommendations map to the IT Assessment

Future State Report.

IT Assessment Recommendation

Description

4.4 Establish data center
consolidation strategy and
explore enhancing cloud
capabilities.

4.5 Define strategy for

effectively adopting managed
services and SaaS solutions.

5.2 Enhance maturity of

core IT Service Management
(ITSM) processes to enable
service delivery and improve
the customer experience.
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Rationalize the need for separate
data centers across IT units to
determine proper consolidation in
centralized facilities and/or cloud
storage environments.

Maturing already
implemented solutions and
exploring services to
manage processes from the
University level.

Identify improvements to
the ITSM tool that will
provide cross-campus
consolidation opportunities
and provide a foundation for
additional capabilities
outside of ITSM.

v

\'4

v

Cybersecurity Role in Implementation

Cybersecurity Benefits of Implementation

Cybersecurity teams can contribute
and lead the restructuring in
several ways, with the most
prevalent being secure design from
the start and business continuity in
the event service disruptions arise
while migrating services.

Acquisition of services requires
careful and thorough evaluation by
security teams to assess both the
risk of the application itself and
the risk of its introduction to
University resources.

ITSM tools can serve to increase
cyber threat both as an
information target and a target for
service and system access. These
factors require additional care from
security personnel to monitor and
harden the system and processes.

Centralizing data centers
streamlines control over physical
security as well as the overhead
associated with enforcement and
maintenance.

Security reviews of all software and
managed service providers further
reduces opportunities for exploitation by
conducting third-party risk management
activities and identifying where breach
opportunities exist in the event of
compromise.

ITSM tools create great
opportunities for security teams
to action service items faster if
the tool has been matured
while also having the added
benefit of stronger controls
around the processes and
actions that the tool can
facilitate.
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Transformation Benefits

By taking the steps necessary to transform its IT Operating Model, VT can expect to achieve the following
benefits relative to its current strategic priorities.

« Streamlined service delivery that
reduces duplicative services and
creates a common IT experience for all
customers. - .

. Improved Collaboration and EfflClency Effectlveness
transparency in decision making. :

« Investments and processes that save
VT time and money.

v

Adoption of cloud, advanced analytics,
and other leading-edge practices and
technology capabilities to transform the
student experience, catalyze a digital
campus, and advance the future of work.

+ State-of-the-art services for faculty to
advance research and teaching.

P PP PP PP Cybersecurity

« Stronger data protection.

« Improved monitoring, detection, alerting, and
response capabilities.

« Decrease risk of damage to VT reputation,
disruption of services, and associated costs.
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High Level Implementation Plan
VT should realign the IT operating model and strengthen the foundation of IT services before rationalizing

common administrative and academic services.

Year 3
KEY IMPLEMENTATION PRIORITIES

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

ENABLING ACTIVIITES
0.0 Establish and Launch IT Transformation Program Management Office and Change Management Strategy L
GOVERNANCE

1.1 Define the University-wide IT Operating Model to clarify roles and responsibilities for IT across VT.

1.2 Establish a University-wide IT governance model to enable greater collaboration, transparency, and mission alignment.
1.3 Establish University-wide IT project management office and IT enterprise architecture functions.

2.1 Optimize funding model to centrally fund more commodity IT services and simplify cost-recovery.

2.2 Streamline software procurement process to expedite acquisitions and improve the customer experience.
TALENT

3.1 Revise the organizational structure within DoIT to streamline reporting and establish additional capabilities.
3.2 Standardize job classifications to improve career pathing, training, and performance & compensation management.
TECHNOLOGY CAPABILITIES

4.1 Enhance Data Governance to enable greater access, reporting, quality, & clarification over data roles, responsibilities.
4.2 Deploy a common integration layer to enhance data sharing across systems.

4.3 Rationalize application portfolio across VT.

4.4 Establish data center consolidation strategy and explore enhancing cloud capabilities.

4.5 Define strategy for effectively adopting managed services and SaaS solutions.

SERVICE MANAGEMENT

5.1 Implement University-wide CMDB processes and tools.

5.2 Enhance maturity of core ITSM processes to enable service delivery and improve the customer experience.
CYBERSECURITY

6.1 Enforce the CIS IG2 Minimum for Systems Processing Sensitive Data.

6.2 Augment Monitoring with a 24x7 Security Operations Center (SOC).

6.3 Develop Identity & Access Management (IAM) Program Strategy and Governance Discovery.

6.4 Fully Deploy an Endpoint, Detect, and Respond (EDR) Solution.

6.5 Deploy an Endpoint Data Loss Prevention (DLP) Solution.

‘6.6 Develop Procedure Guides to Augment the Minimum Security Standards.

*Note: Timeline represents a calendar year with an assumed start date of Monday January 34, 2022



Where to begin?

Twenty (20) projects are a significant undertaking and invite the questions: What do we do now that
we have these recommendations? Where do we start?

Program Initiation
« Define:

Short Term — Program and project management
Regroup on areas requiring further — Change management plan
discussion. — Owners and resources for selected
Review opportunities and prioritize. projects
Identify high-level cost and staffing  Initiate detailed design and implementation

estimates. planning.

Receive approvals for prioritized
projects.
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Future State Recommendation Prioritization Inputs

Recommendation
Number

Focus Area

Recommendation Description

Effort
Level

Risk Level

Impact
Level

Approx.
Time to

1.1

1.2

1.3

2.1

2.2

3.1

3.2

4.1

4.2

4.3

4.4

4.5

5.1

5.2

Governance

Governance

Governance

Finance

Finance

Talent

Talent
Technology
Capabilities

Technology
Capabilities

Technology
Capabilities

Technology
Capabilities

Technology
Capabilities

Service
Management

Service
Management

Define the University-wide IT Operating Model to clarify roles and responsibilities
for IT across VT.

Establish a University-wide IT governance model to enable greater collaboration,
transparency, and mission alignment in IT .

Establish a University-wide project management office with defined tools and
methods to more effectively manage large University-wide IT projects and
initiatives.

Optimize funding model to centrally fund more commodity IT services and simplify
cost-recovery

Streamline software procurement process to expedite acquisitions and improve the
customer experience.

Revise the organizational structure within DoIT to streamline reporting and
establish additional capabilities.

Standardize job classifications for IT staff across VT to improve career pathing,
training, and performance & compensation management.

Enhance Data Governance to enable greater access, reporting, quality, and
clarification over data roles and responsibilities.

Deploy a common integration layer to enhance data sharing across systems.

Rationalize application portfolio across VT.

Establish data center consolidation strategy and explore enhancing cloud
capabilities.

Define strategy for effectively adopting managed services and SaaS solutions.

Implement University-wide CMDB processes and tools.

Enhance maturity of core ITSM processes to enable service delivery and improve
the customer experience.
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High

Medium

Medium

High

High

Medium

Medium

Medium

Medium

High

High

Medium

High

Medium

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Low

High

Medium

Medium

Medium

Medium

High

High

Medium

Medium

Medium / High

Medium / High

High

High

Medium

High

Medium / High

Medium

Medium / High

Medium / High

Complete

12 Months

12 Months

15 Months

24 Months
12 Months
24 Months
18 Months
18 Months
18 Months
30 Months
27 Months
10 Months
24 Months

18 Months
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Future State Recommendation Prioritization Inputs (continued)

. Approx.

DI E Focus Area Recommendation Description S Risk Level L B Time to
Number Level Level Complete

6.1 Cybersecurity  Enforce the CIS IG2 Minimum for Systems Processing Sensitive Data High High High 12 Months

6.2 Cybersecurity ~ Augment Monitoring with a 24x7 Security Operations Center (SOC) Medium High High 8 Months

6.3 CErTRaurTy Develop Ident[ty & Access Management (IAM) Program Strategy and Mediurm Medium High 12 Months

Governance Discovery

6.4 Cybersecurity  Fully Deploy an Endpoint, Detect, and Respond (EDR) Solution High Medium Medium 24 Months

6.5 Cybersecurity  Deploy an Endpoint Data Loss Prevention (DLP) Solution High Medium Medium 12 Months

6.6 Cybersecurity  Develop Procedure Guides to Augment the Minimum Security Standards Medium Medium Medium 6 Months

Virginia Tech Policies and Procedures should be refreshed on an annual basis
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