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Virginia Tech IT Risk Assessment Standard

1. Purpose and Scope 

Virginia Tech is committed to protecting the privacy of its community as well as protecting the confidentiality, 
integrity, and availability of information important to the university's mission.  This standard directly supports 
University Policy No. 7010 - Policy for Securing Technology Resources and Services and establishes the process 
for assessing and evaluating university IT assets, including university-owned technology resources and 
applications, for risks to systems and data; and documenting and communicating those risks to university 
stakeholders so decisions regarding the treatment or acceptance of those risks can be determined.  The security 
and privacy of “High-Risk” university data will be a primary focus of IT risk assessments.  The key objective of this 
standard is to ensure that risks to university operations (including mission, functions, or reputation), university 
assets, and individuals, resulting from the operation of organizational information systems and the associated 
processing, storage, or transmission of university data, are periodically assessed to identify and document areas 
of risk, prioritize mitigations, and implement mitigations on an ongoing basis to support continuous information 
security risk management.   
  
Key Program Principles: 

1. Security is a shared responsibility and everyone has a role to play; 
2. In continuous risk management, risk assessment is key; 
3. Units have responsibility in managing their own information security risk; and 
4. “Risk” and “Priority” classifications primarily inform risk level and security controls. 

2. Standard 
 
IT risk assessments (ITRA) are administered by the IT Security Office (ITSO) and conducted using the Governance, 
Risk Management, and Compliance (GRC) platform.  The Virginia Tech IT risk assessment process is based on 
information technology risk assessment methodologies documented in NIST SP 800-30: Guide for Conducting 
Risk Assessments [1].  
 
2.1 GRC Roles and Responsibilities 
Applicable personnel from university organizational units (“org unit”, OU) shall be enrolled in the GRC platform 
with permissions appropriate for their role: 

• Org Unit Head: Department Head, Dean/AVP, or Senior IT leader (if delegated by Department Head).  This 
role is responsible for final acknowledgement of IT risk assessments representing the organizational unit.  

• Assessment Manager: Responsible for managing assessments and ensuring accurate data entry into the 
system (inventories, asset classification, and overseeing IT risk assessment survey responses). 

• IT Staff: Responsible for completing any assigned sections as delegated by the Assessment Manager(s). 

• User: Responsible for individual assets inventoried in the GRC system.  Those accounts with the “User” role 
will be able to manage any individual assets where they are identified as the “owner”.  The IT risk 
assessment team may choose to enroll personnel from their organization with this role when appropriate 
(i.e. an application developer that is not a part of the IT unit, or a part of the IT risk assessment team, but 
needs to be able to manage inventory records for their custom applications.)   

  

https://policies.vt.edu/assets/7010.pdf
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2.2 GRC Asset Inventory 
All university-owned technology resources (endpoints [laptops, desktops] & servers [physical, virtual, cloud], 
network infrastructure devices, multi-function printers/scanners, as well as special-purpose computing devices 
capable of storing or processing university data), aka “hosts”, and custom software applications developed “in-
house” by Virginia Tech resources, aka “applications/apps”, shall be registered in the ITSO GRC system for the 
purpose of IT risk assessment.  GRC asset inventory records must include at a minimum (as applicable): 

• Hosts: asset name(s), description, IP address(es) (if static), MAC address(es), asset/system type, OS/platform 
version, owner (custodian) and responsible IT administrative support contact(s); 

• Applications: application name, description, owner and/or responsible administrative support contact(s), 
deployment details (URL(s), relationship to supporting infrastructure [from hosts inventory], etc.), and; 
 

2.2.1 GRC Asset Classification and Categorization 
Assets shall be classified according to the Virginia Tech Risk Classification Standard to include both “Risk” and 
“Priority” classification labels.  Any asset(s) classified as “High-Risk” shall also be categorized by the “High-Risk” 
data type(s) handled by the asset(s) and/or the “High-Risk” function(s) performed by the asset.  Any asset(s) 
classified as “High-Risk” and/or “Critical-Priority” must also designate and maintain appropriate contact 
information for use by the university’s 24x7 Security Operations Center (SOC).  

 
2.3 GRC Assessment Survey  
IT risk assessment surveys are used to measure an organizational unit’s security posture scoped to that 
organizational unit’s IT operations, including the information technology assets cataloged in the OU’s inventory 
and the processes or functions carried out or supported by the organizational unit.  The intent of the assessment 
surveys will be to identify areas of weakness, vulnerabilities, or gaps in security controls, based on university 
security standards, for further analysis or evaluation (threats, impact, likelihood, etc.) and ultimately, for 
appropriate risk treatment (acceptance, avoidance, transference, or mitigation).   
 
As cybersecurity is a rapidly evolving field, exact content and format of IT risk assessment surveys will vary based 
upon factors such as updates or changes to policies, standards, external regulatory compliance requirements, 
and/or other industry best practices.  Generally, IT risk assessment surveys will evaluate the org unit(s) or 
individual application(s) adherence to the Virginia Tech Minimum Security Standards v4.0 relative to the 
effective scope of the standard.   
  

https://it.vt.edu/content/dam/it_vt_edu/policies/Virginia-Tech-Risk-Classifications.pdf
https://securitystandards.iso.vt.edu/
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2.4 Risk Model and Risk Analysis 
To evaluate information security risk, a qualitative, asset/impact-oriented risk model shall be used to analyze 
each residual risk identified to determine the severity of the risk based upon the combination of factors of 
“Likelihood” - the probability that a given threat is capable of exploiting a given vulnerability, and “Impact” - the 
magnitude of harm that can be expected to result from the consequences of the risk event occurring.  The 
determination of the appropriate likelihood (figure 1) and impact (figure 2) values for a risk is typically based 
upon a threat assessment, whereby the nature of a threat is determined and the degree of threat to an asset or 
organization is evaluated.  A taxonomy of threat sources and list of representative examples of threat events that 
can be considered for this exercise are available in NIST SP 800-30: Guide for Conducting Risk Assessments.  

Figure 1: Likelihood Factor Scale 

Figure 2: Impact Factor Scale 
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The function of the combination of likelihood and impact factors enables the prioritization of information 
security risks for prioritization and appropriate risk treatment.  The risk analysis scoring matrix (figure 3) shall be 
used to determine the effective risk severity rating (figure 4) for the risk, where: 

 
Risk Severity Rating = Likelihood x Impact. 

 

Highly 
Unlikely 

(1) 
     

Figure 3: Risk Analysis Scoring Matrix 

Figure 4: Risk Severity Rating Scale 
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2.5 Reporting 
Reports are generated from the GRC system for IT risk assessments targeted at OUs or individual applications.  
These reports summarize the OU’s “hosts” inventory by risk classification and the results of the assessment 
survey.  The ITSO shall maintain up-to-date GRC metrics at https://metrics.iso.vt.edu for ad hoc inventory and 
assessment reporting.  
 
2.6 Risk Ownership and Risk Acceptance 
Figure 5 establishes the stakeholder responsibilities in ownership and/or acceptance of residual security risks 
based upon the risk severity rating.  Named data trustees and data stewards are listed in the Standard for 
Administrative Data Management.  Documentation of risk acceptance shall be maintained by the ITSO.  

Figure 5: Risk Ownership and Risk Acceptance 

 
 
2.7 Risk Treatment  
Risk treatment efforts shall be undertaken to mitigate documented unaccepted residual risks, using appropriate 
administrative, technical, and/or physical security controls.  Valid risk treatment options are: 

1. Mitigation – Apply controls to reduce the impact of the risk event’s potential consequences and/or the 
likelihood that it will occur.  

2. Avoidance – Eliminate the conditions that allow the risk to exist.   
3. Transference – Transfer liability (partially or wholly) of the risk event’s potential consequences to 

another party.  
 

Risk treatment decisions, including all related corrective action plans, shall be documented with the ITSO and 
should take account of the legal-regulatory and private certificatory requirements; organizational objectives, 
operational requirements, and constraints; and the costs associated with implementation and operation relative 
to the risk being reduced.  All risk treatment decisions are subject to approval of the University IT Security 
Officer. 
  

 

https://metrics.iso.vt.edu/
https://it.vt.edu/content/dam/it_vt_edu/policies/AdministrativeDataManagementStandard.pdf
https://it.vt.edu/content/dam/it_vt_edu/policies/AdministrativeDataManagementStandard.pdf
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2.8 Organizational Unit IT Risk Assessment Requirements 
Figure 6 establishes the minimum organizational IT risk assessment requirements based on the highest level of 
“Risk” or “Priority” classification from the OU’s GRC inventory.  Higher-risk OUs will generally complete 
assessments more frequently than lower-risk OUs.  Since risk level may change over time, the projected ITRA 
cadence is also subject to change accordingly.  The ITSO will contact university OUs to initiate and support this 
work using a risk-based approach.  
 

Figure 6: OU IT Risk Assessment Requirements 

 

2.9 Related Requirements 
University Policy No. 7025 – Safeguarding Nonpublic Customer Information specifies the roles, responsibilities 
and procedures for “facilitating compliance with the Gramm-Leach-Bliley Act (GLBA) and Standards for 
Safeguarding Customer Information (16 CFR, Part 314, aka “Safeguards Rule”) through developing, 
implementing, and monitoring policies and procedures that include specific requirements regarding the privacy 
of customer financial information.”  This standard supports the required risk analysis process for the Office of 
University Scholarships and Financial Aid, the Bursar’s Office, and any other departments that collect nonpublic 
personal financial information from a customer seeking to obtain a financial product or service as described in 
GLBA by periodically assessing risk to identify reasonably foreseeable internal and external risks to the security, 
confidentiality, and integrity of nonpublic personal financial information that could result in the unauthorized 
disclosure, misuse, alteration, destruction or other compromise of such information, and assessing the 
sufficiency of any safeguards in place to control these risks.  The university’s risk analysis activities related to 
GLBA and handling of nonpublic customer information will be described in an annual GLBA assessment also 
documented in the GRC system. 
  

https://policies.vt.edu/assets/7025.pdf
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3. Maintenance and Enforcement of Standard 
 
As cybersecurity is a rapidly evolving field that continuously presents us with new challenges, this standard will 
be revised and updated accordingly by the Information Technology Security Office.  
 
Any exception to this standard must be approved by the University IT Security Officer.   
 
Questions may be directed to itso@vt.edu.  
 

4. References  

1. NIST SP 800-30: Guide for Conducting Risk Assessments: 
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf  

5. Revisions 

Version 1, published August 2024  
 

mailto:itso@vt.edu
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf

