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Virginia Tech Risk Classification Standard 

1. Purpose and Scope 

Virginia Tech is committed to protecting the privacy of its students, alumni, current and former employees, 
retirees, research participants, and all other internal or external customers as well as protecting other 
information important to the university's mission.  This standard supports university policy no. 7010 - Policy for 
Securing Technology Resources and Services[1] and establishes the university’s data and IT classification scheme 
for the purpose of determining appropriate controls (safeguards and/or countermeasures) that should be in 
place for university data and IT assets in order to uphold the information security objectives collectively referred 
to as the “CIA triad” of computer security[2], [3]: 

• Confidentiality - Preserving authorized restrictions on information access and disclosure, including 
means for protecting personal privacy and proprietary information; 

• Integrity - Guarding against unauthorized information modification and ensuring information non-
repudiation and authenticity; 

• Availability - Ensuring timely and reliable access to and use of information. 

 

2. Standard 
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2.1 Asset Risk Classification 

Use the following tables to determine which Risk Classification is appropriate for a particular type of university 
data or information asset/technology resource: endpoints, servers, applications, and network infrastructure.  
When mixed data falls into multiple risk categories, use the highest risk classification across all.  Note: This is not 
an exhaustive list of all possible scenarios. 

 

 

 



Virginia Tech Risk Classification Standard (v. 5)  June 2023 



Virginia Tech Risk Classification Standard (v. 5)  June 2023 



Virginia Tech Risk Classification Standard (v. 5)  June 2023 

2.2 Asset Priority Classification 

Priority Classification is used in combination with Risk Classification when performing security incident response 
processes, and also for continuity of operations and disaster recovery planning purposes.  Use the following 
table to determine which Priority Classification is appropriate for your IT resources.  Priority Classification serves 
primarily the Availability security objective of the CIA triad. 
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3. Maintenance of Standard 
 
The IT Security Office is responsible for this IT standard.  Questions may be directed to itso@vt.edu. 
 

4. References 
 

1. Virginia Tech Policy no. 7010: https://policies.vt.edu/assets/7010.pdf  
2. NIST SP 500-19: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nbsspecialpublication500-19.pdf 
3. NIST SP1800-26: https://www.nccoe.nist.gov/publication/1800-26/VolA/index.html 
4. Family Educational Rights and Privacy Act (FERPA):  

https://www.govinfo.gov/content/pkg/USCODE-2021-title20/pdf/USCODE-2021-title20-chap31-
subchapIII-part4-sec1232g.pdf 
https://www.federalregister.gov/documents/2017/01/19/2017-00958/family-educational-rights-and-
privacy-act  

5. Code of Virginia §23.1-405.  Student records and personal information; social media: 
https://law.lis.virginia.gov/vacode/title23.1/chapter4/section23.1-405/ 

6. Code of Virginia §2.2-3808.  Collection, disclosure, or display of social security number; personal 
identifying information of donors; penalty: https://law.lis.virginia.gov/vacode/2.2-3808/  

7. Code of Virginia §18.2-186.6.  Breach of personal information notification: 
https://law.lis.virginia.gov/vacode/18.2-186.6/  

8. Code of Virginia §18.2-186.3.  Identity theft; penalty; restitution; victim assistance: 
https://law.lis.virginia.gov/vacode/18.2-186.3/  

9. Payment Card Industry Data Security Standard: https://www.pcisecuritystandards.org/  
10. FTC Safeguards Rule implementing sections 501 and 505(b)(2) of the Gramm Leach-Bliley Act: 

https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314  
11. NACHA Operating Rules: https://www.nacha.org/rules/operating-rules  
12. Code of Virginia §32.1-127.1:05.  Breach of medical information notification: 

https://law.lis.virginia.gov/vacode/title32.1/chapter5/section32.1-127.1:05/  
13. HIPAA “Security Rule”: https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160  
14. VT Privacy and Research Data Protection program: https://www.research.vt.edu/sirc/prdp.html  
15. Controlled Unclassified Information (CUI): 

https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-
unclassified-information  
https://www.federalregister.gov/documents/2016/09/14/2016-21665/controlled-unclassified-
information  

16. International Traffic in Arms Regulations (ITAR); 22 CFR §§120-130: https://www.ecfr.gov/current/title-
22/chapter-I/subchapter-M  

17. Export Administration Regulations (EAR) 15 CFR §§730-774; https://www.ecfr.gov/current/title-
15/subtitle-B/chapter-VII/subchapter-C/part-730  

18. Export and Import of Nuclear Equipment and Material Regulations (EINEMR); 10 CFR §110: 
https://www.ecfr.gov/current/title-10/chapter-I/part-110  

19. Foreign Assets Control Regulations (FACR) 31 CFR §§500-599: https://www.ecfr.gov/current/title-
31/subtitle-B/chapter-V  

20. Assistance to Foreign Atomic Energy Activities Regulations (AFAEAR) 10 CFR §810: 
https://www.ecfr.gov/current/title-10/chapter-III/part-810  

21. Unclassified Nuclear Controlled Information (UNCI) 42 U.S.C. 2168:  
https://www.govinfo.gov/app/details/USCODE-2021-title42/USCODE-2021-title42-chap23-divsnA-
subchapXI-sec2168  

22. Protection of Human Subjects 45 CFR 46: https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-
A/part-46  
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5. Revisions 

Version 1, published July 2017 

Version 2, published February 2019 

Minor grammatical edits were made on the first page to improve sentence structure. 

Version 3, published November 2020 

In this version, “medical information” was added as an example of high risk data on page 2 

Version 4, published December 2022 

In this version, “contact and student directory information not designated by the individual as 
confidential in MyVT” was deleted as an example of low risk data, because student directory data is 
suppressed by default. 

Version 5, published June 2023 

Risk Classification guidance was completely reorganized, and additional examples/scenarios were 
added.  Addition of “priority” classification label definitions and scenarios were also added.  


